Complete Virtualization Syllabus

This document provides a list of topics and associated itistnat material that an
instructor can pick from and adapt, either for a full-sst@r class on virtualization,
seminars, or for individual lectures within a systemswgarie class. It is designed to be
usable by someone who may not be an expert on virtuahzdiut who is
knowledgeable about computer systems and system-levebseftihhe material for each
topic includes lecture slides, lecture notes and instregardes, reading lists, and class
assignments.

Content included in the accompanying ZIP file is listedahl punderlined text in the
format Folder/File Name.

Please click on the hyperlinks to access hosted coRtleaise be aware that a
subscription may be required to view content in certgital libraries.

1. Introduction to Virtualization

Describe the concept of virtualization and the propediesrtualization that make it a
powerful technology. Contrast different forms of virimation and focus on system-level
virtualization which has become very popular lately m ¢bmputer industry. Describe
various architectures for implementing system-level vizatdon.

« Lecture Slides: What is Virtualizatiohfitro to
Virtualization/IntroT oVM s.pptx

« Lecture Notes/Guide: Lecture notes are included in slidegeaf his lecture
provides a high-level description of what virtualizationns)uding the concept
of a virtual machine monitor, virtualization properties, ascpplications. A
taxonomy of virtualization types, from language-level/gsscvirtualization to
full system virtualization is discussed. Finally, anm@v of several monitor
and hypervisor architectures is provided, supported by real-waalt@es.

« Additional Slides:

o Why Virtualize?Intro to Virtualization/WhyVirtualize.pptx Highlights
the major benefits of virtualizing the computer infrastuoetto motivate
the subject. These benefits may be covered in more Ogmither lectures
found in this courseware.

o Virtualization 101intro to Virtualization/Virtualization101.pdf
VMware lecture at MIT IAP Class in 2007. A comprehensnteoduction
to virtualization technology.

« Reading List

o Rosenblum and Garfinkelyirtual Machine Monitors: Current
Technologies and Future TrertdEEEE Computer, May 2005.

o Robert P. Goldberg, "Survey of Virtual Machine Resear#fEE
Computer, June 1974.

o Gerald J. Popek, Robert P. Goldbefgprmal Requirements for
Virtualizable Third Generation Architectufe€ommunications of the



http://www.govirtual.org/docs/DOC-1065
http://www.govirtual.org/docs/DOC-1077

ACM, July 1974.

This paper summarizes the three fundamental requiremgents
virtualization, in terms of equivalence, resource corara efficiency. A
summary of these requirements can be found in Wikégedntry on this
paper

o James E. Smith, Ravi NairThe Architecture of Virtual Machin&slEEE
Computer (May 2005).

o Jim Smith and Ravi Nair, "Virtual Machines: Versatilat®irms for
Systems and Processes", Morgan Kauffman, ISBN-13: 978-1-55860-910
5, June 2005Hurther details

o Chris Wolf and Eric Halter, "Virtualization from th&esktop to the
Enterprise"”, APress, ISBN-13: 978-1-59059-495-7, May 2@@%line
versior)

o Wikipedia's entry onvirtualizatior' includes some useful links, while
providing a brief overview of processing and resource vidatbn.

+ Class Assignments:

o Simple initial assignments could focus on setting up a g{dstrunning
an operating system such as Linux, on a hosted platfeimy freely
available tools such as VMware Player, Bochs, QEMtI, lésing Bochs
or QEMU, for example, exposes users to lower-levéistasich as setting
up virtual disk images.

o Using a guest OS such as Linux, experiment with simpéegosition
tasks. One assignment here could be to implement a keaakile to
support interposition on an applications system calig,(®r certain 1/0
tasks), to do something similar to ptrace or strace.

o Another assignment might be to compare the efficiemzyperformance
of applications run within VMs against running on a nativel/lQfs.
Sample benchmark applications could focus on the cosystefs calls,
I/O operations, process and memory management. Advasseghments
could look at costs of virtualization on platforms wlt@rdware support
for virtualization (Intel VT, AMD-V) versus those theely exclusively on
software.

2. Basic Virtualization

Cover the techniques for virtualizing and managing the haede@mponents of a single
computer system.

2.1. CPU Virtualization
Cover techniques for virtualizing a CPU, including classip-and-emulate and binary
translation. The goal of CPU virtualization is to allthe instructions of a virtual

machine to execute natively on the physical CPU whene\ssilge.

« Lecture Slides: CPU VirtualizatioBasic
Virtualization/CPUVirtualization.pptx
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« Lecture Notes/Guide: This lecture covers the most widesd techniques for
virtualizing a CPU. It contrasts the user and systensdrd CPU's instruction
set architecture (ISA), and discusses interpretatiap;and-emulate, and binary
translation methods of virtualizing the system ISA.

« Reading List

o Rosenblum et al. Complete Computer Simulation: The SImOS Approach
," IEEE Parallel and Distributed Technologies, 1995.

Describes several strategies for simulating or virtiraiprocessors.

o Popek and GoldbergEbrmal Requirements for Virtualizable Third
Generation ArchitecturdsCACM 1974.

Describes the properties that an instruction set mwst toabe classically
virtualizable through trap-and-emulate.

o Smith and Nair, "Virtual Machines: Versatile Platforfos Systems and
Processes"”, Morgan Kaufmann Publishers, 2005, Chapter 2.
Describes different ways to emulate instructions.

o Barham et al.,Xen and the Art of Virtualizatighh SOSP 2003.
Describes a virtual machine monitor that uses paravirtualizat

o Keith Adams, Ole Agesen, "A Comparison of Software ldacdware
Techniques for x86 Virtualization", ASPLOS 2006.

Evaluates the two main ways to virtualize the x86 archite.
Basic Virtualization/T echniguesFor x86Virtualization.pdf,
Basic Virtualization/T echniguesFor x86Virtualization.ppt (Slides)

o Rich Uhlig, Gil Neiger, Dion Rodgers, Amy L. Santonisf@ndo C. M.
Martins, Andrew V. Anderson, Steven M. Bennett, Alaegk Felix H.
Leung, Larry Smith, I'htel Virtualization Technolody IEEE Computer,
May 2005.

Describes Intel's extensions to the x86 architecture to guppo
virtualization.

+ Class Assignments
o Binary translation
o Extend the emulation of some privileged instruction in K\idr
example, modify the emulation of the HLT instructiormaintain the
cumulative idle time of that virtual machine.

2.2. Memory Virtualization

Cover techniques for virtualizing the memory management @iaitnacodern CPU. The
goal of memory virtualization is to allow the memoryeofirtual machine to map
directly to physical memory using the natively availgtdge-translation hardware.

« Lecture SlidesBasic Virtualization/M emoryVirtualization.pptx

« Lecture Notes/Guide: This lecture introduces the backgrompdementation,
and challenges of memory virtualization. It begins witiditional MMU-based
address translation and adds an extra level of indire@dioe to virtualization).
The basic implementation is summarized and techniquesfioiently keep page
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tables consistent are discussed. Other topics includeomemcing (for a
variety of purposes), hiding the monitor (so that the guestat detect or
interfere with it), and nested paging (to reduce the needMM involvement in
page table management).

« Reading List

o Waldspurger, C.A. "Memory Resource Management in VMw&X E
Server," InProceedings of the 5th Symposium on Operating Systems
Design and Implementation (OSDI'02). This paper introduces and exploits
the unique opportunities presented by virtualization, allowangrultiple
virtual machine workloads to over commit memory (i.es,sbbm of all
guest physical memory is greater than the total amouetbdfnachine
memory) at little or no cost. A technique called bating is used to
reclaim guest memory that is under utilized, and cortteséd page
sharing is used to share common data between differéumaMnachines.
Both these mechanisms and the policies that governahemresented
and experimentally evaluated.

Basic Virtualization/M emoryResourceM anagement ESX.pdf,
Basic Virtualization/ M emoryResourceM anagement ESX Slides.pdf
(Slides)

o Ravi Bhargava, Ben Serebrin, Francesco Spadini, SrilMtrane,
"Accelerating Two-Dimensional Page Walks for VirtuadiZeystem?
ASPLOS 2008. Nested paging is a hardware technique to reduce the
involvement of VMM in guest page table management, bunitesoat the
cost of increasing the amount of work that must be dohardware to
translate address (effectively requiring a two-dimensipagé walk).
This paper describes this problem, presents micro archittechniques
(page walk cache and large pages) for reducing the overheaédnolyic
this problem, and evaluates their impact on performgnoeldn't find
slides)

+ Class Assignments: Using an open source virtualizatistesy e.g. KVM or
VirtualBox, (i) Optimize shadow MMU for large working sefii) Implement a
shared MMU for SMP VMs. (iii) Restructure MMU for highdfficient tracing
(e.g., in support of VM live migration). (iv) Implememating. (v) Implement
content-based page sharing between multiple VMs (ordmt\guest/host).

2.3.1/0 Virtualization

Cover technigues for presenting 1/0O devices and virtual disksguest OS in a virtual
machine. Unlike CPU and Memory virtualization, which tryrtap directly to physical
hardware whenever possible, I/O devices are typicallylaed or paravirtualized to
present a uniform device abstraction above the widetyarfd/O hardware found in
today's computer systems. Discuss useful I/0O featua¢séim be provided by the
virtualization layer.

+ Lecture SlidesBasic Virtualization/DeviceVirtualization.pptx
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« Lecture Notes/Guide: This lecture focuses on three methiquesenting virtual
devices to a virtual machine, (direct-access, emulatedyaradirtualized) and
their tradeoffs. It also discusses how virtual diskis provide useful functionality,
such as copy-on-write, that is not available with prajsicsks.

« Additional Slides:

o |/O Architectures for Virtualization (VMworld 20065(ides and audjo
Basic Virtualization/| OArchitecturesForVirtualization.pdf (Slides
only)

o 1/O Virtualization for Dummies (VMworld 200Basic
Virtualization/| OV For Dummies.pdf

« Reading List

o Sugerman et al., "Virtualizing I/O Devices on VMware Waeakisn's
Hosted Virtual Machine Monitor," IRroceedings of 2001 USENIX
Annual Technical Conference.

Describes a hosted or split 1/0 virtualization model nghghysical I/O is
performed by a host OS that is separate from the gues¥i@&ures the
I/O virtualization overheads and presents several techmigueduce
those overheads.

Basic Virtualization/Virtualizingl ODevices Workstation.pdf

o Apparao, P., Makineni, S., and Newell, @:Haracterization of Network
Processing Overheads in Xein Proceedings of the 2nd I nternational
Workshop on Virtualization Technology in Distributed Computing.
(VTDC)

Measures and analyzes network 1/O virtualization overheetle Xen
hypervisor.

o Menon, A,, Cox, A. L., and Zwaenepoel, VOgtimizing Network
Virtualization in Xeri. In Proceedings of 2006 USENIX Annual Technical
Conference.

Presents several techniques for reducing network I/O vizaian
overhead in the Xen hypervisor.

o Liu, J., Huang, W., Abali, B., and Panda, D. Kigh Performance VMM-
Bypass 1/O in Virtual Maching5In Proceedings of 2006 USENI X Annual
Technical Conference.

Shows how user-level communication support in high-perfacma
computing interfaces, such as Infiniband, allows a guesb@ectly
interface with the device for time-critical operatiotigjs reducing the
overhead of I/O device virtualization.

o Lagar-Cavilla, H. A., Tolia, N., Satyanarayanan, Mg ae Lara, E.
“VMM-Independent Graphics Acceleration Proceedings of the 3rd
international Conference on Virtual Execution Environments. (VEE '07).
Describes how to provide accelerated virtual machine grapiics
virtualizing and intercepting graphics operations at the gragkid layer
instead of emulating proprietary graphics hardware.

+ Class Assignments: Using an open source virtualizatiokegacsuch as QEMU,
provide an alternative back-end for an existing virtual devaresxample, use
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named pipes as a back-end for a virtual serial port. Rwora challenging
project, implement a new virtual device.

2.4. Resource M anagement

Cover technigues for allocating physical resources amotygpl/imachines. The goal of
resource management is to maximize hardware utilizatiole maintaining performance
isolation and service-level guarantees. Cover CPU amdomemanagement within a
single physical machine.

+ Lecture SlidesBasic
Virtualization/ResourceM anagementVirtualized Systems.pptx
« Lecture Notes/Guide: This lecture introduces the basiceqia and units of
resource management in a virtualized system. It desdribesrchical
proportional-share scheduling of CPU resources and theadlacde-
duplication, and reclamation of memory resourcessti aldresses specific
challenges of multiprocessor VM scheduling, schedulingymer threaded
CPUs, and memory management of NUMA systems.
« Additional SlidesBasic Virtualization/ResourceM angagementForV S.pdf
« Reading List
o Waldspurger, C. A. and Weihl, W. B.dttery Scheduling: Flexible
Proportional-Share Resource ManagerhdntProceedings of the First
Symposium on Operating System Design and Implementation (OSDI '94).
This paper describes lottery scheduling, a flexible and raodul
implementation of proportional-share scheduling.
o Cherkasova, L., Gupta, D., and Vahdat, Botnparison of the Three CPU
Schedulers in Xén SGMETRICS Perform. Eval. Rev. 35, 2 (Sep. 2007),
42-51. This paper describes the concept or proportional-skhesslers
and compares the performance of three available CPddehg in the
Xen hypervisor.
o Waldspurger, C. A. "Memory Resource Management in VMJESX
Server," InProceedings of the 5th Symposium on Operating Systems
Design and Implementation (OSDI'02).
This paper introduces and exploits the unique opportunitiesnegsby
virtualization, allowing for multiple virtual machine woddds to over
commit memory (i.e., the sum of all guest physical ngmnegreater than
the total amount of real machine memory) at little@rcost. A technique
called ballooning is used to reclaim guest memory thatdsmmtilized,
and content-based page sharing is used to share commorithetarb
different virtual machines. Both these mechanisms anddhees that
govern them are presented and experimentally evaluated.
Basic Virtualization/T echniguesFor x86Virtualization.pdf,
Basic Virtualization/T echniguesForx86Virtualization.ppt (Slides)
o Ongaro, D., Cox, A. L., and Rixner, SS¢heduling I/O in Virtual
Machine Monitors In Proceedings of the Fourth ACM
S GPLAN/S GOPSinternational Conference on Virtual Execution
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Environments (VEE'08).
This paper investigates the impact of virtual machine schreguli
algorithms on I/O performance in the Xen hypervisor.
+ Class Assignments: Experiment with various syntheticWifkload distributions
and determine how a virtual machine system reacts toatitf€&@PU and memory
loads.

Academics and researchers. With your help, we can expand and enhance this syllabus. If
you would like to collaborate on classroom lab or assignment courseware, or if you have
your own previousy developed courseware items to share, please contact the govirtual
team.
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