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HTTP/1.1 301 Moved Permanently

GET http:/fwww.cs.stonybrook.edu/~cse336/
- CONTI gzip
Deployment Descriptor i
. PE text/himl; charset=iso-8859-1
o Thu, 02 Feb 2017 17-39:50 GMT
H 1.1 L hitp:/fwww3cs:stonybrook edu/~cse336/
P 5 ER Apachef2 222 (Ubunfu)

Accept-Encoding

HTTPI1.1 200 OK

GET http://www3 _es_stonybrook edu/~ese336/

bytes

Keep-Alive

25719

texthiml

Wed, 22 Feb 2017 17:23:44 GMT

fimeout=15, max=500

Apache

Reading and Reference

Reading
en.wikipedia.org/wiki/HTTP
Reference

hitp headers
en.wikipedia.org/wiki/List of HTTP headers

hitp status codes
en.wikipedia.org/wiki/Http status codes

hitp spec
www.ietf.org/rfc/rfc2616.txt?number=2616
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Lecture Objectives

Understand that Hitp is a stateless, request/response protocol
Understand the structure of HTTP messages

Recognize the kinds of information that can be transmitted in Hitp
headers (both request and response)
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Web Application

Collection of serviets, TSPs, HTML, images, etc.
Can be portably deployed to any serviet-enabled web server

Usually packaged in a war file The server maps the application
name in the URL to the web app

root directory

Application root

WEB-INF files serviets JI5Ps

classes web.xml lib
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WEB-INF Directory

Does not contain files served directly to the client

Contains classes and configuration information for the web app
WE®B-INF/classes - contains class files for serviets
WEB-INF/lib - contains library classes - stored in jar files

© Robert Kelly, 2013

Deployment Descriptor (web.xml)

web.xml file is the deployment descriptor - allows Web applications
to be deployed

An xml file (50+ defined elements)

Contains configuration information

Provides url string mapping, servlet name/class mapping, security, etc.
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Hitp

HyperText Transfer Protocol defines communications between a
browser and a server

Defined in specs (HTTP 1.0, HTTP 1.1, and HTTP/2)

Defines:
Types of messages exchanged (request and response)
Oyntax of the messages
Semantics of the message content

Rules for determining how and when a process sends and responds to a
message
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Hitp

Hypertext Transfer Protocol
Primary Web application layer protocol - uses TCP
Implemented as

Client program - in browser (request message formatting)

Server program - in Web server (parsing the request method and preparing
the response message)

Hitp defines the structure of messages sent between the client and the

server é
el

Web server

AL
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Hitp Protocol

HTTP is a request/response (stateless) protocol

A client sends a request to the server in the form of a request method,
URI, and protocol version, followed by a MIME -like message containing
request modifiers, client information, and possible body content

The server responds with a status line, including the message’s protocol
version and a success (or error) code, followed by 2 MIME -like message
containing server information, entity meta-information, and possible
entity-body content.

Dtateless protocol is an
important part of
RESTIul services
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Request Message Format

The http request is specified by the request line, a variable number
of header fields (each appended by a colon), and the entity body

method

5P

URL | sp| Version | cr | If | «—request line

header field name | sp | value |cr | If

header field name | sp | value |cr| If — header lines

header field name | sp | value |cr | If

er | If

. Entity body
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Hitp Methods

OPTIONS - request for information concerning communications options (e.g.,
support of hitp 1.1)

GET - retrieve information

HEAD - identical to GET, except the server does not return a message body
POST - modify a server resource

PUT - store the enclosed entity

DELETE - request that the resource be deleted

TRALE - response contains the entire message request in the response body
CONNELT - used in S5L tunneling

© Robert Kelly, 2013

[ = z N Fry
q Ie= Te 8 < . :
General Media Permissions Security | Headers L Rﬁques* ‘lne 60"*3'"5
Request Headers
e e — o the method, URL,
REQUEST GET / HTTP/11 .
Host www.cs.stonybrookedu and http V&rSIon
User-Agent Mozilla/3.0 (Windows NT 6.1; v:10.0.1) Gecko,/20100101 Firefox10.0.1
Accept text/himl.application/xhtml+xml.zpplication/xmlig=0.9,/*q=08
Accept-Language en-us,emg=0.5
Accept-Encod , deflat ‘  . ;
Comection  Kecpalive —__Header lines contain
Cookie __utma=73089233.483348577.1263488681.1327796246.1327863334.171; ...
, hitp data
Headers
Name Value i
RESPONSE HTTPf1.1 200 OK
Dati Mon, 13 Feb 2012 15:01:05 GMT
SEr\«EE-' A;:]a-l(he_."E‘eZE (Cent0S) FOY‘ ‘h& PO%T meihod,
Accept-Ranges bytes
Keep-Alive timeout=15, max=500 | the form da-‘-a set is
Connection Keep-Alive |
ittt transmitted in the Hitp
ol ' | entity body, not in the
Save As.. | Note: headers are from network. URL
12
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Hitp Response From Server

P = (S -

(1]
b

Status line
contains
version, code
and code text

_ it
/ header
Response - info
Mime type |
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Hitp Request Message

Hitp messages (other than the body) are written in ASCII text

Hitp request messages consist of:
Request line (method, URL, version)
Header lines (connection, user-agent, accept-language, etc)
Entity body
Not used for GET requests
Used for uploading files (as in WDG HTML validator)
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Accept
Accept-charset
Accept-encoding
Accept-language
Authorization
Cache - control
Connection
Content-length
Content-type
Cookie

Expect

From

Hitp Request Headers

Host

If-match

If- modified - since
If-none-match
If-range
If-unmodified - since
Pragma
Proxy-authorization
Kange

Referer

Upgrade
User-agent

Via

© Robert Kelly, 2013

inspect your
hitp dialog
Take a minute
to check which
tool is installed
in your favorite

Most browsers have
one or more tools to

Browser Plugin

b i

Live Http Headers
icon in a Chrome

browser browser
...... [
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Hitp Response Message

Hitp response messages consist of:
Otatus line (protocol version, status code, status message)

Header lines (date, server, last-modified, content-length, content-type)

Entity body
© Robert Kelly, 2013 "
Hitp Status Codes
Examples:
200 - OK

100 - Continue
404 - Not found

\ You will see this

code in your

Status codes become browser if the Web
more important with Application cannot
RESTEul services find your servlet
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Hitp Response Headers
Pccept-Ranges Date
Age Etag
Allow Expires
Cache-Control Last-Modified
Connection Location
Content-Encoding Refresh
Content-Language Server
Content-Length Set-Cookie
Content-MD5 Via
Content-Type Warning

© Robert Kelly, 2015 "

Hitp 1.1

Most servers and browsers now use Version L1 (previous version
was 1.0)

In HTTP/1.1, the default is that a connection may be used for more
than one request/response exchange - (persistent connection)

Persistent connections can be pipelined (defaulf) in which there are
multiple outstanding request over the same connection

20

© Robert Kelly, 2013

9/24/2013 © Robert Kelly, 2013

10



Session 8 - Hitp

Have You Oatisfied the Lecture Objectives?

Understand the directory structure of a Web application
Understand that Hitp is a stateless, request/response protocol
Understand the structure of HTTP messages

Recognize the kinds of information that can be transmitted in Hitp
headers (both request and response)
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