Ove rVI eW Stony Brook Network Security and Applied Cryptograp hy Lab

< Crypto Crash Course

< Data Outsourcing

< Query Correctness

< Data Confidentiality

< Access Privacy

< Searching on Encrypted Data
< Trusted Hardware
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Data O utSO u rC| n g Stony Brook Network Security and Applied Cryptograp hy Lab

assurances [ {query correctness, data confidentiality, access privacy}

Data Pre- @ : g mE O
Processor x “outsourcing” 2
A [ | [ |
............................... Q W encrypted
) @
gueries < |- B plaintext
=3 HEOB@O
3) 5] OoEOm
J query resuItS, assurances gh Outsourced
o ® Data -
uery : Nt
Pre/Post- ?" 'é’;
Processing .| Query Processor =
data client(s!) ~ data server (un-trusted)
% =
K \ 4
Mallory Eve
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O utSO u rCI n g C h al I e n g eS Stony Brook Network Security and Applied Cryptograp hy Lab

Un-trusted server:
* lazy: incentives to perform less
* curious: incentives to acquire information
* malicious:
- denial of service
* incorrect results
* possibly compromised

Why is this hard ?
* how ?
- arbitrary expressivity
- overheads
Loley GO L B 5 . zzkwtlr’;l:\’rional costs
* query assurances P
- full privacy
- of queries (even encrypted)
- of access patterns
» data confidentiality
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H aC | g u m u S (2 OO 2) Stony Brook Network Security and Applied Cryptograp hy Lab

Database
HTTP Application Request

Request . Request

{JDBC)
Serviet

Engine
HTTP

| Results " JDBC

Response — Backup/
(HTML) (HTML) Response DEMS Recovery
|
|
Database Warm Stand bYI
s Application . Request :
| R ) 1
equest Servlet (JDBC) I
Engine g = T | NN . _:

JDBC

(HTML) ) Response Warm Standby
DBMS

System architecture of NetDB2

Stored Data Confidentiality
SELECT decrypt (di scount, key)

&HRSSEI | nei F gm_ 300 H. Hacigumus, B. R. lyer, and S. Mehrotra.
custie s Providing database as a service, ICDE 2002.
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Ove rVI eW Stony Brook Network Security and Applied Cryptograp hy Lab

< Crypto Crash Course

< Data Outsourcing

< Query Correctness

< Data Confidentiality

< Access Privacy

< Searching on Encrypted Data
< Trusted Hardware
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C O r re Ct n e SS Stony Brook Network Security and Applied Cryptograp hy Lab

Client requires quantifiable assurances that query
results are correct, for arbitrary query types in the
presence of a server that could be ...

... lazy

... and/or fully malicious (!)
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Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

pk. ., sk database «
070 gsummary-signature _ PXo
Owneri -~ Publisher
query
response
verification-object
pko
User

The owner provides database updates and summary
signatures to the un-trusted publisher. When users
make inquiries with the publisher, they get responses
which can be verified using a returned verification-
object. Only sk, is secret, pk,is authenticated.
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Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

A Merkle tree, with a continuous sub- 0

range q, with a least common ancestor A

LCA(Q), and upper and lower bounds.

Note the verifiable hash path “I" from

LCA(Q) to the root, and the proximi Path "1"
sub-trees (thick lines) for the “pear miss”

tuples for LUB(q) and GLB(g) which

show that q is complete

Proximity LCA(q)
Subtree
a_uth_enticated Proximity
via sighature i Subtree

q
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Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp

Supported claimed operations:
* selections
* projections
* (1) maintaining VOs before duplicate elimination
* (2) pre-computing VOs for common projections
* equiJOIN
* (1) keep materialized cartesian product S x R
 construct VO on sorted version of product
(according to difference (S.A-R.A)) — this yields
3 types of leaf nodes (“0”,"<“,">") in Merkle tree
* (2) all kinds of other tricks
* Set operations
 union (client does it and verifies VOs for input sets)
* intersection (?)
» multi-dimensional range queries (generalizing hash
tree to “multi-dimensional range tree”)
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Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

Al - - -'-’ ) S ®
..f"”@““x \ /\
/_.-—"" S P,
- <
x / 4_5 33 13,56
/\ f/\lz 1,5 ;,2,4 ﬂi,a; 1_3,5,6
O \

'.\'-'.i

| =

|t

K=le
\

Vopii Covering canonical roots (CCR):
cces  roots of the canonical sub-trees
/ precisely covering the leaves

with values in the interval.
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Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

sorted over projection
attribute 4

— SOr ted over selection
attribute A;

sorted over selection
attribute A2

sorted over join attribute A4,

SELECT S. A4 FROM S, R
VWHERE S. A1=R Al AND A2<10 AND A3>17
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Devan b u et . al . (2000) Stony Brook Network Security and Applied Cryptograp hy Lab

ISsues:
e query expressiveness
 query flexibility
e works only on data with VOs
 “universe split” phenomenon
e Use timestamps, expiration times
e expensive operations (!)
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Mykl etu n et . al . (N DSS 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Discusses the use of batch verification of
signatures and similar techniques

(condensed RSA) to authenticate results.

Condensed-RSA | Batch-DSA | BGLS

Sign | signature 0.82 3.82 3.54
| signature 0.16 8.52 62

Verify t=1000,k=1 44.12 1623.59 184.88

t=100, k=10 45.16 1655.86 463.88

t= 1000,k =10 441.1 16203.5 1570.8

Cost comparison (in msecs): verification and signing. No-
tation: t —# signatures, kK — # signers

CSES90: Secure Storage, Spring 2007 33



Pan g et . al . (I C D E 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

“edge computing”

Trusted
DB Client

Result
Query +VO \ /
Unsecured §_X; §X;
Edge Server <P\= v <§\= 5

\ / DB +MHT
HDD

Trusted : ]
Central DBMS

CSES90: Secure Storage, Spring 2007 34



Pan g et . al . (I C D E 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Claimed problems with [Devanbu 2000]

* A hash tree is needed for every sort-order

* VOs need to contain links all the way to the root,
* VOs grow linearly to query result and logarithmic
to base table size

* Projections may have to be performed by clients

* No provision for dynamic updates on the database

Aim 1: VO size just linear in query result
Aim 2: do not push projections to client
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Pan g et . al . (I C D E 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

|dea: use different hash function

* h(X) = g*mod ¢

* h is commutative, h(x+y) = h(y+x)
 Digests can be combined arbitrarily
* Projection can be performed at the edge servers
 Facilitates insertion of new tuples with minimal
effect on other digests

e but: significantly (1000-10000 times) slower
o trade-off: computation vs. communication
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Pan g et . al . (I C D E 2004) Stony Brook Network Security and Applied Cryptograp

hy Lab

Root

Enveloping
Subtree

Query Result \

Verification object = [ + Dg p
where 3 = {D,, Dy, D, Dg} S

Tuples

Verifying Selection

(no need to go up to the root
as everything is also signed)
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Pan g et . al . (S I G M O D 2005) Stony Brook Network Security and Applied Cryptograp hy Lab

Similar expressiveness. But ...

Asks: what about access control rules ?
(Devanbu seems to reveal too much: boundary tuples)

Also claims: lower overheads for queries
and updates.

Introduces “precision” (only data
matching the query should be returned)
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Pan g et . al . (S I G M O D 2005) Stony Brook Network Security and Applied Cryptograp hy Lab

ldea: use signature chains — thus no
need to reveal boundary elements.

sig(r) = s(h(g(ry) [ 9(r) | 9(ks0)))

cen r I r
Server I-1 | I+1 1+2
----------------------- E—ib
User

- g(r) 9(n) a(he) 9(fep) -

\/ <\

SUsig(R)?  SYSig(h.,)?
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Pan g et . al . (S I G M O D 2005) ony Brook Network Security and Applied Cryptograp hy Lab

But what is gg(r) = H(r)
Regtlth

Distributor: A SO o (e

User: J - \ 1

Otl'al

g(r) 9(raey) --- 9(ry)

does not
require r_,

N/

SU(sig(r))?  SYSig(f.p)?
Query.a =sr
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Pang et. al. (SIGMOD 2005)

RelationaIQuery'a =K=B  csiomy

Result: {| £, Fasg--or T I} /' I '\

g(ry) 9(rs0)
U-r, K- / K-L-
h™ et ](ra-l' K) h ot ]( h(r al A)
“._  Merkle
hash
oy | \ Tree
times :
DR K) h(A) e h(pAR)

Rec:ordg1 [K A A,
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S I O n (V L D B 2 OO 5) Stony Brook Network Security and Applied Cryptograp hy Lab

Asks: What about arbitrary queries ?

a,,...,af()

fa)=2 —© a,,...a

n

f0

— f(@),...f(a,) ——

&= i) = b,,...,b,,....b

Alice @

X=x? < f(by),....f(b,)

_x"@-

P. Golle and I. Mironov,”

Uncheatable Distributed

Computations”, RSA 2001 (Cryptographer's track)
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S I O n ExeC utl O n P ro Ofs Stony Brook Network Security and Applied Cryptograp hy Lab

Data Pre- @ : g B O
Processor . “outsourcing” =~
r(CD B encrypted
@ E _
< O plaintext
=) EO@O
() @ OEOm
i guery results| C() ) Outsourced
o ® Data N
uery : e o
Pre/Post- ' NG 552
Processing .| Query Processor K
data client data server (un-trusted)

C(@v X, E) — {H(E‘ ‘IO(QX))v E}

A challenge token (computed by client) is sent together with the
batch of queries. Upon return, batch execution is proved if x=x".
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Sion: Cheating Probability

80 , |
P(w,=2) (%) ——
P.(w,r=2) (%) ——

P’ (w,r=2,£=2) (%) -

P’ (w,=2.=4) (%) ——=—

X

60 |

40

=T 10nly handles

-0 -4 |lazy server!
() R et , , .
4 6 8 10 12 14 16

W

The behavior of P/(w, r, f) (fake tokens) plot-
ted against P.(w, r) (client-side result checking mecha-
nism) showing that the query execution proof mecha-
nism (with fake tokens) significantly decreases the abil-
ity to “get away’ with less work.
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Ove rVI eW Stony Brook Network Security and Applied Cryptograp hy Lab

< Crypto Crash Course

< Data Outsourcing

< Query Correctness

< Data Confidentiality

< Access Privacy

< Searching on Encrypted Data
< Trusted Hardware
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H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

Server Site :

Temporary :
Results |-

- Client Site

Query
Executor

Encrypted Results —

@ ‘?_\ E E I

E , | . » o [ = —

& Query over Encrypted Data :

i I — y _ Query S - .

3 Translator Service Provider :

0 ,

< . ' ; Cb :
( Metﬂ |Il III| . . : : w :
' Data '|t J|' Original Query : Encrypted | -
WV ; : Client

SUCEh

Web Browser
(USER)
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H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

Main Steps:

1. Partition sensitive domains
e Order preserving. supports comparison
« Random: query rewriting becomes hard

2. Rewrite gueries to target partitions
3. Execute queries and return results
4. Prune/post-process results on client
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H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

SELECT enp. nane FROM enp
VWHERE enp. salary >
( SELECT AV sal ary) FROM enp WHERE di d=1) Tename

.

emp.sal>avgsal

MTename
Yavg(sal)—avgsal
emp.sal >avgsal prosses |- --------- .
em/\ Eempg E
4 Yavg(sal)—avgsal ; E inidzl
: i D
Odid=1 S 1
| P Q° emp® i
emp N —
(a) Original query (b) Replacing en-
tree. crypted relations.
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Hacigumus (SIGMOD 2002)

Stony Brook Network Security and Applied Cryptograp hy Lab

Mename

|

Client pruning
could be
expensive

QWW&ILQS\M

pemnns %I_:)- weermeaes 7&@9[3&94@5}5&!

femp®

v Odid=1

D

E s gMﬂlpcond (dzd:] } E

A

: empS §
(¢) Doing selec-

tion at server.

Q° E Tename

i Temp.sal>avgsal : C||ent

...............................

T

E Y g(saﬁ)—mvgsai

client ¢ | O

------------------------------

(d) Multiple interactions
between Client and Server.
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H aC I g u m u S (S I G M O D 200 2) Stony Brook Network Security and Applied Cryptograp hy Lab

Confidentiality-Overhead Trade-off

Larger segments ==
Increased privacy ==
Increased overheads
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H 0 re (V L D B 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Goal: For a uniform distribution of queries
- minimize any leaks to any adversaries
(even) knowing segmentation parameters.

ldea 1: Maximize variance of distribution
of values in segment
ldea 2: Increase segment entropy

Issue: What about performance ?
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H 0 re (V L D B 2004) Stony Brook Network Security and Applied Cryptograp hy Lab

Solution: “Controlled Diffusion”

ldea:

1. design for efficiency, then ...

2. ... diffuse (re-distribute) elements
Inside the segments to increase
per-segment entropy and variance
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H aC I g u m u S (DAS FAA 2 OO 5) Stony Brook Network Security and Applied Cryptograp hy Lab

Asks: Similarly, how to structure query
trees to optimally balance the security-
efficiency trade-off in [Hacigumus 2002].

ldea: client generates optimal partitioned

guery execution plans given statistics and
metadata input from the server.
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Ove rVI eW Stony Brook Network Security and Applied Cryptograp hy Lab

< Crypto Crash Course

< Data Outsourcing

< Query Correctness

< Data Confidentiality

< Access Privacy

< Searching on Encrypted Data
< Trusted Hardware
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Q R P I R Stony Brook Network Security and Applied Cryptograp hy Lab

bit string d[n]

i QR i —@ 1
or, V1] >,
LR | X 3 —] escape O(n) costs
3 b 2
M (v[idi]) = NRQ’?—‘ . I X l
__________ PP E Rl rl(v[.]*d[.])?
yes fou] 0—@
__________ - or. »
dfi] =1 | | .
Perform same
protocol per —
: | column and X
| QR,, | look at returned o
' oR.: |product of X i
Question d[i] =? | o, | interest X n
client server
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Q R P I R Stony Brook Network Security and Applied Cryptograp

The n bits of the database are organized logically at
the server as a bi-dimensional matrix M of size \/n x /n. To
retrieve bit M (z,y) with computational privacy, the client:

e randomly chooses two prime numbers p and q of similar
bit length, computes their product, N = pg and sends
it to the server.

e generates \/ﬁ numbers 81,82, ..., /o such that s,
is a quadratic non-residue (QNR) and the rest are
quadratic residues (QR) in Zxy.

~ to the server.

e sends s1,52,...,5 %

For each “column” j € (1,y/n) in the /n x \/n matrix,

the server:

e computes the product r; = [],_, <y i where ¢i;; =

2if M(i,j) =1 and q;; = s; otherwise 2.

S
e sends ry,...,7 5 to the client

The client then simply checks if r, is a QR in Z which
implies M (x,y) =1, else M(x,y) = 0.
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P I R IS (Stl I I) I m p raCtl Cal Stony Brook Network Security and Applied Cryptograp

1995-2006: cost of one multiplication vs. cost of 1 bit transmission

0.001 F I I | ‘ — _

| fommmmmm—= +-- ir ==—+=- 1

i AR home connection **Hl
0.0001 Rl PO Ethernet LAN * % * —

i H.. "'“--...h__ commercial inter—site =4 + -

- ST . """ l -‘--"-..__._' T
le=05 £ pR LTSN 4

I A | """'--:u-

le-06 - A~ ERegm.,, -
= - * e ..., N
g le07F ® A - A L
E r \ a

L o |
le—08 £ x ® A .

B e . - 4
le—09 :_ » x L R - . .-_1
le-10 B T
le—11 L | | | | | T

1994 1996 1998 2000 2002 2004 2006
year

Comparison between the time required
to perform PIR and the time taken to transfer the
database, between 1995 and 2005. (logarithmic)
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Ove rVI eW Stony Brook Network Security and Applied Cryptograp hy Lab

< Crypto Crash Course

< Data Outsourcing

< Query Correctness

< Data Confidentiality

< Access Privacy

< Searching on Encrypted Data
< Trusted Hardware
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S earC h O n E n C rypte d D ata Stony Brook Network Security and Applied Cryptograp hy Lab

e Sequential Scan
* |ndex-based

CSES90: Secure Storage, Spring 2007 59



Song (2000)

Encryption :

m bits

W. m bits

I <€ >

L.

R.

<€

nbits _ m-n bits

L, « G;(seed), R;~ F(L;)
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Song (2000)

Decryption :

L. « G, (seed), R, - F¢(L)

CSES90: Secure Storage, Spring 2007 61



S O n g (2 OOO) Stony Brook Network Security and Applied Cryptograp hy Lab

Search:
provided by client
Check: R/ =F, (L )? L' ||R/
Yes = maitch, “nbits _ m-n bits

( false positive rate = 1 /2M" )
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S O n g (2 OOO) Stony Brook Network Security and Applied Cryptograp hy Lab

“Hidden” Search

L. « G, (seed),

m bits Ry Fi (1))
r Wi k‘ where K; = F'( E.(W;))
provided E() s
by client ‘El(\vvrl) E, (W) « m bits R
L R ©

n bits “m-n Bits
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C h an g (2 004) Stony Brook Network Security and Applied Cryptograp

Index Files

CSES90: Secure Storage, Spring 2007 64



Chang (2004)

hy Lab

Stony Brook Network Security and Applied Cryptograp

Index

Dl

H NN BN
[ [ [T
H EEEE B

ermuted Index

Pseudo Random Permutation
random

eed s1

r

server-hosted

(T
[ [ ]
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C h an g (2 004) Stony Brook Network Security and Applied Cryptograp hy Lab

Mask random seed s2
D] l
t et PP frg Pseudo Random Function
HREEEEEEEEEEEEn J,
HNEEEEEEEEEEEEE
@ e @ @ e @

D pseudo random seeds

Pseudo Random Function
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C h an g (2 004) Stony Brook Network Security and Applied Cryptograp hy Lab

Mask Permuted Index
a4 |D| [

t LI T T T I T [T T T 7T T N N
LI TTTIT T I TIT I T] Hl BN EEEEEEE |
HEEEEEEEEEEEEER LT TT T T N [ [ ]
LTI T T Tl ] [(TT T TTTTITTTT N

N
LTI T T T Tl ] lH Bl Bl EEEEN |
v LI T T TITIIlITT N T [T TTT]
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Chang (2004)

random seed s2 Masked Index

Pseudo Random Function HEEE N -:.i
 HE Bl BEEEEN

l HEEEE B B

Pseudo Random Function

l

% H BN BN EEEEN
"W EEEEE BN

]
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G OI | e (2 004) Stony Brook Network Security and Applied Cryptograp hy Lab

Server stores capabilities for conjunctive
gueries (linear in the total number of
documents). These can be transferred offline.

The client Is required to know before-hand
future conjunctive queries.

Query part is sent online at the time of
search. It is of constant size (number of
keyword fields per documents).
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S I O n (2005) Stony Brook Network Security and Applied Cryptograp hy Lab

Asks: What about correctness + privacy ?

query: {k, ,k2}>
- ) qry
@ 6 d 1 d 2 d 3 d 4*
Kk, X X
Fl K, X
> Cid, d, d; d,...
@ kl X X retrieve: d, u dl: kl
k .
2 L XIX B odyk,
verify > Ky (d1+X)(d3+X) mod p > m d32 k, K,
hecksums V 4
"k (d2+X)(d3+X)M) B d,;ksk,
) " datacllent ........... document server

ldea: Deploy modified version of computational PIR targeted at a
server-side index. Augment with “multiplicative checksums”.
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