




















nmap -sA

















192.168.0.10

192.168.0.11

192.168.0.12

130.245.27.2



SSH server
192.168.0.10:1234

130.245.27.2:22
130.245.27.2:80

Web server
192.168.0.10:80







nc -l -p 12345 -c ‘nc blocked.com 80’

wget remote.edu:12345

ssh -L 12345:blocked.com:80 remote.edu

ssh -R 8080:localhost:80 remote.edu





ssh –D 12345 sshserver.com

chrome --proxy-server='socks://localhost:12345'









# flush all chains
iptables -F
iptables –X

# defaults for predefined chains
iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP

# allow anything on localhost interface
iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo -j ACCEPT

# allow all traffic from specific subnets
iptables -A INPUT -s 128.59.0.0/255.255.0.0 -j ACCEPT
iptables -A INPUT -s 160.39.0.0/255.255.0.0 -j ACCEPT



# allow all inbound traffic for specific services
iptables -A INPUT -p tcp -m tcp --syn --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -m tcp --syn --dport 80 -j ACCEPT

# allow inbound established and related outside communication
iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j 
ACCEPT

# allow ICMP
iptables -A INPUT -p icmp -j ACCEPT

# allow all outgoing traffic
iptables -A OUTPUT -j ACCEPT



















 










