












username [at] example.com













mikepo@styx:~> dig google.com TXT
;; ANSWER SECTION:
google.com.             3599    IN      TXT     "v=spf1 
include:_spf.google.com ~all"



X-Google-DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; 
d=1e100.net; s=20161025;
h=x-gm-message-state:mime-version:from:date:message-id:subject:to;
bh=0BSnrwLTQ7KblIwINxoPJN40a/K5PZCIV8atL6a1Dvg=; 
b=Nch9yEorgibAjkh90ukDL6SU0FYn70qP6AMsWFfpLO+W3iroMoVdKIjKk8Cv6Gc1TW ...

mikepo@styx:~> dig 20161025._domainkey.1e100.net TXT
;; ANSWER SECTION:
20161025._domainkey.1e100.net. 21599 IN TXT     "k=rsa; 
p=MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAnOv6+Txyz+SEc7mT719QQtOj6g
2MjpErYUGVrRGGc7f5rmE1cRP1lhwx8PVoHOiuRzyok7IqjvAub9kk9fBoE9u ...



mikepo@styx:~> dig _dmarc.google.com TXT
;; ANSWER SECTION:
_dmarc.google.com.      299     IN      TXT     "v=DMARC1; 
p=reject; rua=mailto:mailauth-reports@google.com"











From: info@paypa1.com    http://www.citybank.com

<A>
<a href=“http://www.attacker.com”>http://www.bank.com</a>

http://www.bankofamerica.com.attacker.net/ 

http://www.visa.com:UserSession=2f6q988316484495&usersoption=
SecurityUpdate&From@61.252.126.191/verified_by_visa.html

http://ebаy.com http://xn--eby-7cd.com/

www.cs.stonybrook.edu  http://130.245.27.2  http://2197101314



From: SBU Team <ebrahle2@kent.edu>
Date: Tue, Feb 2, 2016 at 8:42 PM
Subject: cyber security
To: XXXXXXXXXXXX

We've detected spam-like activity in your webmail account,
which is against our Acceptable Use Policy (AUP).

Kindly click on the link below to verify that you're the owner 
of the account and not a spammer.

http://is.gd/stonybrooksecure

We apologize for any inconvenience this may have cause you.

Thanks,
SBU Team 



From: XXXXXXXXXX
Date: XXXXXXXXXX
Subject: Important! You must change your XXXXXXX password
To: XXXXXXXXXXXX

[This is not a spam mail, this email is from me, XXXXXXXXXXXX]

Member of XXXXXXXXX Department,

PLEASE CHANGE YOUR XXXXXX PASSWORD!

We just upgraded the security of XXXXXX. Your current password 
is no longer working. You must change your password if you want 
to log into XXXXXX. [...]

To change your XXXXX password:
http://XXXXXXXXX.XXX -> forgot your password -> follow the 
instructions






















