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Alice
(financial adV|sor) = Mallory
' (malicious
licensed client)

(innocent victim)
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military base

top-secret
documents

Cody Banks

.

agent 007

agent tie'n’suit
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Exponentially increasing amounts of
valuable information we want to share.

Connected environments.

“Digital”: zero-cost verbatim copies.

Significant potential for misuse and illicit profit.

It becomes essential to have the
Integrated abllity to assert digital rights.

“rights protection”
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What ?

identity (e.g. rights holder) Work

How ?

legal means (e.g. severe penalties) +
technology (e.g. Watermarking)
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Watermarking induces a convincing and relevant
(wrt. court-time proofs) property (“rights
signhature”) in a Work, through minor alterations.

* “convincing” - very “rare” (false positives)
* “‘relevant” - “© by radu”

’ Original Work Watermarked W ork

Watermark

) Watermark

Watermarked Work

watermark embedding watermark detection

Radu Sion




Mallory wants to sell our data lllicitly.

Detect and Remove (“subtractive”)
Perturb
Add new Watermark (“additive”)

Collude different watermarked copies

Watermarking is a game against Mallory !
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The encoding bandwidth stems from knowing
the main digital Works consumer (human)
and the associated limitations of perception.

metric of distortion
allowable bounds
“resilience”
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In a general data domain (non-media) most
existing (multimedia) techniques do not apply ...

... because distortion metrics, tolerable bounds,
and resilience often bear multiple semantics.

How to preserve data value when there Is
always a semantic dimension that gets impacted
even by minor changes ...

... thus maybe we should instead focus on
preserving application specific quality properties.
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Data consumer requirements define distortion metrics
and associated bounds. Encoding only guarantees them.

In other words: quality metrics should not be hard-coded
but rather separated from the watermarking method.

Data Rights

Holder
3 data constraints J«"satisﬁes"

Outsourced Data

customer
fingerprint Data Customer

or rights
holder
watermark
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Rights protection method should not
interfere with intended data use.
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relational database B, set of quality constraints C

determine B’ (a “watermarked” B)

B’ satisfies C and features enough mark resilience.

what is “resilience” ?
what type of constraints ?
minimal context detection (“blind”) ?
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First thoughts: randomly change bits in
the data according to a certain criteria.

Challenges:

sensitive data (destroys ulterior data uses)
natural numeric transformations

It IS necessary:

to handle a set of desired quality metrics +
survive attacks (e.g. segmentation, alterations)
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Encode information in global numeric properties of
secret subsets of the data while continuously
evaluating data quality C (backtrack if necessary).

Which properties ?
How do we use them ?
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handles:

data loss
linear changes
random alterations

7]

w N IS

| I collection
SO { subset

H(k,,MSB(NORM(s)) k,)

N H -

I

initial data sorted

collection collection :
collection

subset

distribution(S;)

“amplification”

By applying a (weak) mark on
secret subsets of the original data
set, it is effectively amplified.
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usability metric

plugin A
usability

Y
attributes

metrics

plugin
handler

multi-threaded

Java, tested with pgres/file-io/Oracle 9

different JDBC drivers for different connections

multiple databases at the same time, parallel watermarking
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+.% jdbcpostgresql/ /localhost2001/ test#postgres# . “ & [E
[ ! Autributes [ [Settings || “Log | ¥'Data |

Metadata 1.3 walman_visits.sales_tax_amt
visitnbr 0 Sltog | “:Jsettings | .} Actions |
tender_a Watermarking

sales_taxrll

total_visi | Watermark | Detect |

tot_unit_g % Abhout

Database Watermarking
01.03 (heta)

'+ Properties | Radu Sion

[ General | JDEC Drivers | Redundan Milsiall Aaliat
Data Mappers Sunil Prabhakar

wimdb.plugins.mappers.NOPFloatDat] OK |

@ Deneral Info
@ lJsage

- .
Add mapper: || ] # Troublesheoting

Database Watermarking ver. 01.03 (beta) Console Reacy.

[01:18:22:802]: Initializing JDBC ...
[01:18:22:820] Adding |DBC driver org.postgresgl. Driver ...
[01:18:33:826]: Loading class arg. pastgresal. Driver

A1 1S 2 GAdR] lnctontioting ol romoctorocol Do

[0L:23:58
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40% tuples altered ———
80% tuples altered S

un-biased
random
alteration
attack.

mark alteration(%)

10 15
epsilon(%)

O
o

bandwidth (%)

self-adaptation for semantic
constraint preservation
(bandwidth increases as
guaranteed classification i
tolerance relaxes) tolerance (%)

Radu Sion




o first formulated the problem (TR 12/2000) and
defined an initial solution (02/2001)

« satisfies semantic constraints on input

(makes no simplifying assumptions about data customer requirements)
* association rule preservation

» classification preservation (any other external semantic constraint can be
easily enforced through the quality plugins mechanism)

e Survives important attacks
e scaling
e subset selection
» massively applied random changes

 patent pending, demo at ICDE, startup/industry

 people are using it (e.g. Alison Lee @ nus.edu.sg)
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| $ o/ggL & ( (e.g. {“Chicago”,"Bucharest” ... “Amsterdam™})

Because there are no epsilon-changes,
earlier approaches (numeric) do not work.

we need a different embedding channel !
Inter-attribute association

Any alteration is discrete, possibly significant.

we would like to minimize the “number”
(+maximize impact) of required alterations
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Question: is the data watermarked ?

gproblem IS this .
“relevant” (i.e. wrt. “© by

select
Hfit”
tuples

ésolution: multi-bit
watermark stating
“© by radu”

How: slightly alter A,
modulating some of its
(“fit") values according to a
keyed one-way hash of K
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Question: is the data watermarked ? if
yes then what is the one bit watermark ?

detection time: “counting” bias

& + Y)* A &
& + )) * Al &

#0

How: slightly alter A,
modulating some of its (“fit”)
values according to a one-
way keyed hash of K and the
value of the watermark bit w.
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Question: is the data watermarked ? if
~yes then what is the watermark string ?

- ——

_use separate keys + and +,
to de-correlate.

How: slightly alter A,
modulating some of its
("fit") values according to
a one-way hash of K and
a spread of the values of
the watermark w.
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bu||d in interference Question: is the data watermarked ? if
5 yes then what is the watermark string ?
_awareness (hash-map) 3 ]

() (M) ) [)

global key @ +- % .+,.

How: embed m one-bit
watermarks into data using
separate dedicated keys.

one b|t watermarkmg algorlthm
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Question: How to survive vertical partitioning ?

! multi-bit :

How: Embed a watermark in all
expected partitions (closure).
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Question: How to deal with multiple
marks encoding interference ?

How: Maintain a mark interference dependency
graph so as to propagate awareness of changes.
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Question: How to survive a correlation
attack aimed at detecting statistical bias in
case of non-primary key first argument ?

problem: values in A (non-key) can repeat

Mallory can “count buckets” for
2 & 3pairs and identify “hot spots”

solution: increase size of possible assigned
target values for B when encoding.

* &+

s * &&+ 51 $#H&& ((

How: Larger target value sets for fit tuples.
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Question: How to survive a correlation attack aimed at
detecting statistical bias in case of non-key first argument ?

global key @ +- % +,. .+ &

How: Spread correlation among multiple
layers of weak(er) “low-impact” encodings.
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Question: How to survive extreme,
single-attribute partitioning ?

frequency domain of
value occurrences

solution: alter this frequency
domain value occurrence histogram
to encode an additional watermark.

How: Frequency domain embedding.
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Question: How to deal with
bijective value re-mappings ?

71 $ 78 &7 (

How: Discover inverse mapping
by using frequency histograms.
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Question: How to survive
informed mark removal attacks ?

solution: if Mallory alters embedding 2 it
effectively enforces 1 (collision set bias).

How: Multiple self-reinforcing layers.
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watermark
recovery in the
presence of
random alterations
(error corrected)

mark alteration (%)

50 60 70
attack size (%)

watermark
recovery in the
presence of
data loss (error _ :
) 20 30 40 50 60 70 80
CorreCtEd) data loss (%)

mark alteration (%)
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e additive attacks

e numerical + categorical data

e encoding with direct awareness of semantics

e alteration distance

Radu Sion




- first formulated the problem (04/2003) and
defined an initial solution (06/2003)

- survives important domain attacks

- partitioning (horizontal, vertical, extreme vertical)
* data addition

* bijective value re-mapping

» massively applied random changes

- satisfies semantic constraints on input

(makes no simplifying assumptions about data customer requirements)

- handles multi-attribute streaming scenarios

(processing is O(n) and execution times per tuple are reasonable)

- binary attributes etc.
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|s there value associated with the
way things are structured (e.g. In

multi-type documents, XML) ?




A possible
web-page
hyperlink
structure.

Radu Sion
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<style><!--

body, td,div,.p,a{font-family:arial,sans-serif}
div,td{color:#000}

f,.flink{color:#6f6f6f}

alink,.w,a.wlink,.w a:link{color:#00c}
avisited, .fl:visited{color:#551a8b}
a:active,.fl.active{color:#f00}

talink,.t a:active, .t a:visited, . t{color:#ffffff}
{background-color:#3366cc}
-h{color:#3366¢cc;font-size: 14px}
.i,..ilink{color:#a90a08}
.a,.a:link{color:#008000}

.z{display:none}

div.n {margin-top: 1ex}

.n affont-size:10pt; color:#000}

.n .i{font-size:10pt; font-weight:bold}

.q anisited,.q alink,.q a:active,.q {text-decoration: none;
color: #00c;}

.b{font-size: 12pt; color:#00c; font-weight:bold}
1]-->

</style>

stylesheet

Dow 9850.04 0.00
Nasdaqg 1985.82 0.00

http://www.cs.purdue.edu/homes/sion/
http://www.cs.purdue.edu/matrix
http://www.google.com

hyperlinks

S&P500 1138.88 0.00

of trading ...

... Ten ways to keep Uncle
Sam's hands off your cash.
... MarketW atch: Shares set
for deep declines at the start

Most Active Stocks:

TYCO INTERNATIONAL (TYC)
LUCENT TECHNOLOGIES (LU)
K MART (KM)

stock data

text

11 document uei te(® <FRAVESET
Focati on="ht . 1 horme. net scape. conf conput | ngi down 0ad! upgr ade_i ndex. bt 7¢p=hopoL
)
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javascript code




alteration
constraints

collection
data (C)

Labeling: topology + content

label(graph G)
foreach node n do label(n) = SUMMARY (key, n)
for (a =0.1; & < 0.9; &« = @ + 0.1)
for (v=0.1; v < 0.9, v =~v-+40.1)
foreach artificial graph “surgery” (i.e. expected attacks) do
perform surgery (remove node/relatior )
for (iteration = 1; iteration < diameter(Q); iteration + +)
foreach node n do
label(n) = a x label(n) + v x >
foreach node n do store label(n)
foreach node n do store clabel(n) = [min(label(n)), maxz(label(n))]

choose (¢, v) minimizing the number of overlapping label intervals

label(nb)

neighbors(n)

Primitive (initial) tolerant canonical labeling algorithm.

watermarking
algorithm

collection labeling
training scenarios

training/surgery

primitive labeling
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Surface of composite label collisions after 4
] . stages of training with a random set of
collisipns e generated surgeries. Lower gvalues seem to
7 . g yield a lower number of collisions at the
expense of structural attack resilience ( labels
becomes less resilient to graph surgeries).

O=W kU100

oneoine @ €@ @

gamma considered
graphs.

oGh—hitobhinCs

Zero-collision composite labels surface in
the (i,a,g) space, for the same set of
surgeries. Its mere existence proves the
ability to label resiliently (wrt. considered
surgeries) without colliding results.

iterations
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attack surgeries

Averaged watermark loss over 10 runs of an 8 bit watermark
embedded into an arbitrary 32-node graph with 64 edges. Surgery
attacks were applied randomly (node removals 60%, link addition 20%,
link removal 20%). The labeling scheme was trained for 3 surgeries.
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- first formulated the problem (08/2001)
and defined a solution (10/2001)

* insight: tolerant canonical labeling

e SUrvives important attacks
* node removals
» edge removals
e content alterations
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sefnsor Licensed
arm

@ | |
Data

e [

sensor

sensing
environment

» Streaming model * Attacks » Transforms

Fast encoding Random Alterations Segmentation
Single-pass Linear Changes Summarization
Memory bounds Sampling
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A 4

Sample : v/b

sensor stream.

Implementation

details. ‘4 window———» |

> agg. |
¥ | “Characteristic HUuuy data |,

subsets” of e ) + ia

— e . - “major” extremes mark | p| quaiity: —| constraint A
| | d U5 DEet) 6 eval. [~ constraint B
| v v embedding y

| characteristic subset ) channel for undo log | \—1constraintc|
) ) watermarks bits.
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detected watermark bias

5000 4000 3000 2000 1000

. segmentation
segment size

detected bias

. ; )
combined sampling and 25 3
summarization Samp]ing

3
2.5

~ summarization
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o first formulated the problem (09/2003) and
defined a solution (11/2003)

* insight: stream behavior patterns
» handles natural domain-specific transforms

e summarization
e sampling

e Survives important attacks
e Segmentation
» random alterations
 correlation attacks

o “streams well” ;) ® O(n), small constants
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Are there any bounds one can
assess for watermarking as a

tool for rights protection ?
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watermark
usability spaces
attack
vulnerabllity

key model insight:

usability spaces: a point uniquely
identifies a Work (O) in this sample
2 dimensional space. Watermarking
is a translation that results in O’, the
watermarked version of O.
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Convince-ability Trade-off.

There exists a direct relationship between the probability
of success of a random attack and the ability to convince
in court. The more convincing in court, the higher the
probability of success of a random attack.

are there classes for which this is not true ?

“Optimality” Principle.

The vulnerability of a watermarking scheme is minimized
when it yields watermarked result Works on the boundary of
the maximum allowable distortion vicinity of the originals.

recommendation for algorithm design
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Numeric Relational Data

* Protecting Rights for Relational Data using Watermarking
(SIGMOD 2003, TKDE 2004, demo at ICDE 2004, patent pending)

* Grant: NSF 11S-9972883

* On Watermarking Numeric Sets (IWDW 2002)

Categorical Data
» Ownership Proofs for Categorical Data (ICDE 2004, TKDE - subj. to rev.)

Discrete Sensor Streams
* Resilient Rights Proofs for Sensor Streams (VLBD 2004)

Semi-Structures
 Resilient Information Hiding for Abstract Semi-Structures (IWDW 2003)
e Grant: CERIAS-NSF EIA-9903545

Model

« Attacking Digital Watermarks (SPIE 2004)

A Metric for Evaluating Watermarking Algorithms (ITCC 2002)
e Grant: ONR N014-02-1-0364

Natural Language
» XTX: Text tamper-proofing (ONR grant)
» Natural Language Watermarking and Tamper-proofing (IHW 2002)
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Security
» XKEY: Keystroke biometrics authentication using neural nets (2002)
» On-the-fly Intrusion Detection for Web Portals (ITCC 2003)

Agents
* “Micro-Servers” (SPIE/CEC 2000)
» The Bond Agent System (ASA/MA 2000)

Quality of Service and Workflow Optimizations
* Quasar: Quality of Service Aware Repository (EDBT 2003)
* Web Service Workflows Optimization (patent, NEC Research 2003)

Languages, Security
* “Object Browsing” Paradigm (IBM internship 2000)
» The Matrix: Secure Peer to Peer Java (design, proof of concept 2001)

Dynamic Web Caching
* Distributed Middleware Result-Set caching (NEC Research 2002)
* Dynamic Web Content Caching (VLDB 2001, NEC Research 2001)

Networking and Grid Computing

* XPRO: Complete IP Router

» TRIX: Efficient longest-prefix lookup structure

» Working on Grid Scheduling architecture at IBM Almaden Research
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knowledge centric model of security attacks
Integrate constraint handling in encoding
multi-source data integration

extend limit proofs, understand broader class

optimizer: find sweet spot in encoding space

wmdb.*: backtrack pruning speed up

protect categorical data streams

Intersection: categorical - numerical data
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