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S cmkdir /usr/mab/secrets

Key:
Again:

S

(user enters passphrase, which does not echo)

(same phrase entered again to prevent errors)

$

?+



S cattach /usr/mab/secrets matt
Key: (same key used in the cinkdir command)

s Is -l /crypt

total 1

drwx------ 2 mab 512 Apr 1 15:56 matt

S echo "murder" > /crypt/matt/crimes

S Is -1/crypt/matt

total 1

-rw-rw-r-- 1 mab 7 Apr 1 15:57 crimes

$
$

?0



S cdetach matt
s Is-l/crypt
total 0O
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jack$

tefsputkey -m /mnt /tefs

Password:

jack$
jack$
jack$

jack$
Hello

jack$

jack$
jack$

cd /mnt/tefs
echo "Hello World!” > first
tefsflag + X first

cat first
World!

cp first second

tefsrmkey -p /mnt/tefs
cat first

permission denied

jack$
Hello

cat second
World!

Jack starts his session

giving his login password

now, Jack can encrypt/decrypt and access
transparently to encrypted files.

the file “first™ is still in clear
toggles first’s cryptographic flag
now it is stored encrypted

encrypted files
while Jack's key is available to the kernel

can be read,
copied and so on..
the file "second”™ is storved in clear

Jack removes his master key from the kernel

since the master key has been remouved,
access to encrypted files is not
allowed.

second is still in clear, TCFS session
has no effect on clear files




root# tefsadduser

Username to add to TCFS database: jack
Ok now jack has an empty entry in the key db
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#

jack$ tefsgenkey

Insert your password, please:
Press 10 random keys, please:

Key succesfully generated.

root# tefsrmuser -u jack

sk ok ok ok ok ok ok ok ok ok

give his login password

seed

now jack’s enty in the key db contains his
master key, ecrypted with his login password
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lvfile header (th)

fk=D(mk.fh.file key)
Lo
file key

master
key (mk) D
— T
encrypted block +
block hash (e—blk)
1024 bytes
-}

E(bk.blk)

lblock no. (bn)

T

Hash

block key

L

t

E-II—

bk=Hash(fk . bn)

key len

1008 bytes
block data
in clear (blk)

Hash(blk . bk)

Hash ™~

Figure 3: Encryvption of blocks in TCES
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Final pages to encrypt
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2C

2C

sys unlink { /* system call service routine */
vis unlink { /* VFS method */

call nc permission/()
if not permitted: return error

nc unlink { /* NCryptts method */
call nc perm preop () /* code we added */
vfs unlink { /* VFS method */

call ext2 permission/()
if not permitted: return error

call ext2 unlink () /* EXT2 method */

} /* end of mner vis_unlink */
call nc perm fixup () /* code we added */

} /* end of ne_unlink */

/* end of outer vis_unlink */
/* end of sys_unlink */
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Kernel Userspace

AES-128
ecryptfsd
Crypto API
Key Module API
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eCryptfs
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FEKEK
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E Lower File
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Page O:
Dctets O0-7:
Octets 8-15:
OJctets 18-1G:
OJctet 1&:
Octetcs 17-18:
Octet 15:

Octet 20:
Page 1:

Unencrypted file size

ECr:rpt}fri specizel marker %"%
Flage

File format wersion number {(between ¢ and 255)

Reserved

Bit 1 {Ish): Reserved

Bit 2: Encrypted?

Bits 3-8: Heserved

Begin RFC 2440 suthentication token packet =et

Extent O (CBC encrypted)

Page Z:

Extent 1 (CBC encrypted)
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Name 'f'_wn- ”u'.Hr'."."]rjl'."r'rr.'

lock Mutex Mutex for crypt stat obhject

rootdv vte Array F'he root mitialization vector

v dvte Array The current cached initialization

vector

key dvte Array The file encryption key

cipher Ivte Array Ivernel crvpto API cipher deserip-

tion string

dvite Array Signature for authentication to-

ken associated with the inode

flags Bit vector Status fags (encrypted, ete.)

v hvtes Integer Length of IV

nurm_header_pages Integer Number of header pages for lower

file

extent_size Integer Number of bytes in an extent

kev_size_bits Integer Length of file encryption key in

l\.'[-\.;

tfin Crypto API Context | Bulk data crypto context

md5_tfm Cryvpto API Context | MD5 ervpto context
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